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For more challenging logs, the RSA NetWitness Log Parser Tool helps users easily create parsers for new, unsupported or
custom event sources. Additional support for custom log parsing is also available via the RSA Link community.

SPEED AND VERSATILITY

RSA NetWitness Logs makes it possible to configure and selectively manage retention of raw data and metadata. Short-
term retention provides extremely fast access to data. Longer-term retention balances the needs for cost-effective
storage and indexed access for compliance purposes.

USER AND ENTITY BEHAVIOR ANALYTICS

RSA NetWitness UEBA Essentials extends the breadth of analytics to identify advanced threats. RSA NetWitness UEBA
Essentials is available via RSA Live to all RSA NetWitness Platform customers, and it reflects one dimension of the analytic
capabilities that empower our customers to rapidly identify today’s known and unknown threats.

FLEXIBLE BANDWIDTH MANAGEMENT

To manage bandwidth challenges, administrators can control what is pulled and aggregated from satellite offices to centralized
locations. RSA NetWitness Logs provides options to limit pull protocols with preset limits for quantity and the types of logs
collected. This includes the compression and encryption of log data that is processed and aggregated between different
components in the architecture.

SEE BEYOND THE CLOUDS

You can deploy RSA NetWitness Logs within private, public or hybrid cloud architectures. In addition, you can easily monitor
Office 365 environments or Salesforce applications. Modular components can be deployed virtually and within public clouds,
including AWS and Amazon, to enable visibility across complex cloud environments.

ENDPOINT VISIBILITY

RSA NetWitness Endpoint Insights offers essential endpoint inventory scans paired with Microsoft Windows log forwarding
and filtering capabilities to reduce the costs and complexity of investigating threats. RSA NetWitness Endpoint Insights is a
purpose-built agent to provide visibility into host configurations, process details and user context as well as simplifying the
monitoring of Windows logs.

EVOLVE BEYOND LOGS

Extend threat detection capabilities beyond just logs with the RSA NetWitness Platform. RSA NetWitness Logs integrates
seamlessly with other modular components of RSA NetWitness Platform, including RSA NetWitness Network, RSA
NetWitness Endpoint and RSA NetWitness Orchestrator. This tight integration and a unified platform extend your
visibility, creating correlated metadata with the power of an evolved SIEM across your network with visibility to logs,
packets, NetFlow and endpoints for faster detection and response.
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